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PART ONE - DRAFT GENERAL GUIDELINES ON THE HARMONIZATION  
OF THE LEGAL AND REGULATORY FRAMEWORK GOVERNING  

ICTs IN THE UEMOA-ECOWAS SPACE 
 

PREAMBLE 
 
 

In keeping with the spirit of the Declaration of Principles of the World Summit on Information 
Society (WSIS), "communication is a fundamental social process, a basic human need and the 
foundation of all social organizations. It is central to the information society. Everyone, 
everywhere, should have the opportunity to participate, and no one should be excluded from the 
benefits the information society offers."  
 
The current draft general guidelines on the harmonization of the legal and regulatory frameworks 
governing ICTs in West Africa take into account the current commitments made by member 
states of ECOWAS and UEMOA at subregional, regional, and international levels, to set up an 
Information Society, in the spirit of the Information Society Declaration adopted by ECOWAS in 
June 2006 in Abuja.  They are aimed at both defining the objectives and major orientations of the 
information society in West Africa, and supplementing existing legislation of member states and 
subregional institutions on Information and Communication Technologies. 
 
The issues raised by the digital revolution make it imperative to identify the major challenges 
facing ICT policy in the UEMOA-ECOWAS space. Two issues are raised:  
 

1) Active participation in a knowledge economy through creation of wealth and making 
optimum use of the new development opportunities offered by the information 
society in various priority sectors (telecommunications, health, education, the 
environment, trade, etc.).  

 
2) Creating a trust framework through appropriate supervision of new social, economic, 

and cultural phenomena (new professions, new economic, commercial, and 
managerial practices, etc.), as well as prevention and control of the dangers and risks 
related to the information society.  

 
Faced with these challenges, ICT policy in the UEMOA-ECOWAS space must strive to attain 
three priority objectives: 

 
1) Guarantee responsible freedom of communication, participation, expression, and 

resource creation in all sectors of the information society.  
 
2) Guarantee digital solidarity by organizing a system of universal access to information 

and communication technologies, and the promotion of networks of citizens, and 
appropriate financial and partnership arrangements.  

 
3) Guarantee the security of informational resources, of persons (individuals and legal 

entities) and goods (sites, infrastructure, networks, etc.) in the information society.  
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Attempts will also be made to ensure the mobilization of all stakeholders (government, local 
authorities, private sector enterprises, civil society organizations, the media, training and 
research institutions, etc.). Furthermore, the principles of the African Information Society 
Initiative (AISI) and the African Regional Action Plan for the Knowledge Economy (ARAPKE) 
will be promoted by UEMOA and ECOWAS within the framework of the present guidelines.  
 

The general guidelines on the harmonization of the ICT legal and regulatory framework in West 
Africa in the UEMOA-ECOWAS space are aimed at governing a particularly changing 
technological area with a view to responding to the demanding expectations of numerous 
stakeholders with often divergent interests. They should constitute the general law of the 
information society.  They must thus be made up of rules that are at once general and sufficiently 
precise to adapt, on the one hand to technological evolutions and their spill-over effects, and on 
the other hand to legal institutions, arrangements, and techniques in member states.   
 

The draft general guidelines define the meaning and characteristics of the information society 
and enshrine the guiding principles and shared values that make up the priority bases and serve 
as the foundation for the construction of an information society in the UEMOA-ECOWAS space.  
These are mainly, freedom, security and solidarity, as well as all the other complementary key 
principles of this society.  
  

In addition, the draft guidelines set up the institutional framework by providing for the creation 
of a West African Strategic Council on Information and Communication Technologies 
(WASCO-ICT).  
 

The guidelines also identify the roles and responsibilities of various stakeholders (government, 
civil society, private sector, individuals), while clarifying the bases of the partnership (national, 
decentralized, international) and proposing minimum incentive measures.   
 

Finally, the current draft guidelines mark the first step in a series of reforms that must be 
undertaken in order to harmonize all positive laws with the demands of the information society. 
It thus describes a number of transitional arrangements to facilitate the interpretation and 
application of existing tests, prior to the adoption of new standards and institutions.  
 

Title I:  Terminology  
 

Article 1: 
  

Within the terms of the present general guidelines: 
 

1) Legal and regulatory framework refers to all legal standards of a legislative or 
regulatory nature, emanating from competent authorities that are empowered under 
national legislation to set general standards.  

 
2) Electronic document means any immaterial or computerized file, be it an image, data, 

sound or video.  
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3) ICT law is the legal and regulatory framework, as well as its attendant jurisprudence, 
and which is applied to all sectors of information and communication technologies. 

 
Article 2:   
 
Member states of the Union and the Community shall ensure the harmonization of terminology 
of ICT law in the UEMOA-ECOWAS space by setting up a dynamic network for consultation 
and discussion of the choice of concepts, the definition of their content, their interpretation, and 
application in the working languages of UEMOA and ECOWAS. 
 
The network shall draft and publish an updated glossary of the different concepts and notions 
used in the ICT law of member states.  It may also propose definitions, taking into account their 
significance in the legislation and jurisprudence of member states, as well as the changes in these 
concepts and in the state of comparative law and international law.  
 
Title II:  General provisions  
 
Article 3:   
 
The legal and institutional bases governing ICTs in the UEMOA-ECOWAS space shall be 
determined by the provisions of the present general guidelines.  
 
Article 4:  
  

All laws and regulations to be adopted relating to the different sectors of the information society 
must be in harmony with the provisions of the present guidelines and must endeavour to ensure 
compliance with the fundamental principles of public order and morality as enshrined in the 
normative arrangements of UEMOA and ECOWAS.  
 

Article 5:  
  

Within the UEMOA-ECOWAS space, the information society shall be people-centred, show 
solidarity, and be inclusive, open, transparent and secure, while working to accelerate sustainable 
economic and social development, eliminate poverty, and modernize government.  Each person 
shall have the right to create, obtain, use and share information and knowledge in compliance 
with existing laws and regulations.   All individuals, communities, and peoples shall have the 
right and liberty to recognize, and achieve their full potential in promoting their sustainable 
development and improving their quality of life.  
 

Article 6:   
 

Information and knowledge are the main economic and strategic resources of the information 
society and the knowledge economy. In the light of their value, they shall be given the 
appropriate civil, administrative and penal protection.  The modalities of ownership, protection, 
and conservation of these resources must be governed by special rules.  
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Title III:  Key principles 
 

Article 7:   
 

The principle of liberty is meant to guarantee equal access to public communication networks, 
including universal service, and the resources therein contained on the one hand, and on the 
other, the right and freedom of expression, communication, and participation in the creation and 
utilization of information resources.   
 

The principle of liberty includes the fundamental right of every individual to communicate, the 
right of all citizens to participate effectively in the information society, the right to free 
expression, and the right to receive information regardless of frontiers, in compliance with 
existing laws and regulations.  
 

Article 8:  
  

The principle of security aims at establishing confidence among all stakeholders in the 
organization and functioning of the infrastructure and systems of the information society by 
guaranteeing the fundamental rights of persons, as well as property rights, while safeguarding 
public order and the fundamental values of the information society and the knowledge economy 
in a transparent and predictable environment that reflects the true situation of the country.  
 

Security is a fundamental right and one of the conditions for the enjoyment of individual and 
collective liberties.  In the UEMOA-ECOWAS space, the state has a duty to provide security by 
ensuring the defence of national institutions and interests, respect for the law, maintenance of 
peace and public order, and the protection of persons and property throughout the territory of the 
republic.  
 

Where ICT security policy is concerned, the state shall involve local authorities, private sector 
actors, and civil society organizations, who are all faced with the manifestations of cyber crime 
in all its forms. The modalities for carrying out this mission shall be defined by specific texts.   
 

The fundamental right of individuals to respect of personal privacy, including confidentiality of 
communications and the protection of personal data shall be guaranteed and enjoyed in 
compliance with existing laws and regulations.  
 

Article 9:   
 
The principle of solidarity relates to the requirement of sharing and partnership, which is 
necessary to ensure that all persons are sufficiently involved, and participate in, the effective and 
efficient use of the resources of the information society. Within the UEMOA-ECOWAS space, 
the state shall have the duty to promote universal services where, to the extent possible and 
taking into account the different situations and resources according to the regions, communes, or 
rural communities, new media would be made locally accessible to all without discrimination 
and independent of their location.  Local authorities, private sector enterprises, and civil society 
organizations, in liaison with government, shall contribute to the achievement of universal 
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service.  It shall be the duty of public bodies to intervene to ensure that public information is 
disseminated broadly in cyberspace, that it is accurate, and that it is broadcast in a timely 
manner.  This information shall include in particular all official information designed for users of 
public administration services, information about the cultural heritage, as well as documentary 
records and historical information.  
 
Article 10:   
 

The principle of pluralism implies that within the UEMOA-ECOWAS space, the state and 
users shall be able to undertake the promotion of cultural and linguistic pluralism in cyberspace 
by encouraging local and regional participation in the activities of the information society and 
the knowledge economy, and in gathering of information, and new information services. 
 

Article 11:   
 

The principle of ethics: In the UEMOA-ECOWAS space, the state and users have a duty to 
promote local and international efforts to define ethical principles governing responsible 
participation in the cyberspace environment, scientific and technological activities, and the 
security of goods and persons.   
 

Article 12:   
 

The principle of education: Every individual has the right to receive the necessary education in 
order to read, write and work in cyberspace.  Where necessary in the UEMOA-ECOWAS space, 
government, local authorities, private sector enterprises, and civil society organizations must 
each, for their own part, and in a concerted manner, develop special initiatives to inform parents, 
children, teachers and other users of information and communication technologies and train them 
on the effects of their participation in cyberspace and the way in which to make the best use of 
the opportunities provided by these new technologies.  
 

Article 13:   
 

The principle of professional training : In the UEMOA-ECOWAS space, government, local 
authorities, private sector enterprises, and civil society organizations must develop special 
initiatives to promote professional training on electronic media, in order to allow everyone to 
communicate using these means, and create new employment possibilities.  Government shall 
have the duty to train its agents in charge of security, peace, and the administration of justice, in 
order to control cyber crime effectively.  
 

Primary, secondary, and tertiary educational institutions in both the public and private sectors 
shall draft a plan that defines in particular, the main thrusts for ownership and development of 
information technologies, as well as activities designed to this end, in compliance with existing 
laws and regulations. These primary, secondary, and tertiary educational institutions may enter 
into cooperation agreements with specialized private enterprises, in particular with a view to 
promoting the training and equipping of students and pupils in the area of information and 
communication technologies.   
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Government, public institutions, and local authorities may enter into cooperation agreements 
with specialized private enterprises, in particular with a view to promoting the training and 
equipping of their staff in the area of information and communication technologies.  
 

Article 14:  
  

The principle of cooperation: Building a people -centred information society is a joint 
undertaking that requires cooperation and partnership among all stakeholders at national, 
regional and international levels. 
 
Government, public institutions, local authorities, pr ivate sector enterprises, and civil society 
organizations, in liaison with regional integration bodies and in compliance with international 
commitments, shall work in synergy to develop education and research, resource mobilization, 
staff training, investment and business promotion, security of persons and resources, protection 
of rights and freedoms, and the modernization of government in all sectors of the information 
society.  
 

Governments, in liaison with regional integration bodies and in compliance with international 
commitments shall draft and implement a policy of legal and security cooperation, aimed at 
ensuring the security of persons and resources of the information society, and at fighting cyber 
crime. 

 
Government, working with ministries, public institutions, decentralized local authorities, as well 
as private businesses and individuals, and the relevant professional bodies, shall draw up an 
ambitious research and development programme aimed at ensuring technological innovation in 
the service of sustainable human development within the information society.  
 
Government and users shall undertake to facilitate any action on the part of international civil 
society in the area of promoting information and communication technologies with the objective 
of enhancing the capacities of vulnerable populations and areas that are difficult to access, in a 
spirit of openness, respect and solidarity.  
 
Title IV:  Strategic and institutional framework  
 
Article 15:   
 
In order to set up an institutional framework, a West African Strategic Council on Information 
and Communication Technologies (WASCO-ICT) must be put in place within UEMOA and 
ECOWAS.  
 

Article 16:   
 
The mission of this body shall be to inform the strategic choices of UEMOA and ECOWAS by 
comparing various points of view and analyses in the area of information and communication 
technologies.  
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The WASCO-ICT shall review issues referred to it by the deliberative and executive bodies of 
UEMOA and ECOWAS, which may submit to it any proposals concerning its area of 
competence.  In particular, it shall make recommendations on the design, preparation, 
harmonization, implementation, and evaluation of public policies and reforms, as well as on the 
action taken by governments of member states within the framework of developing an 
information society and their attendant community programmes.    

 
The WASCO-ICT may also be consulted about developments in training courses and scientific 
policy within the sectors of information technology, the digital economy and cyberspace law.  It 
may also consider issues submitted to it by the public authorities of member countries. Finally, it 
may set up working groups and publicize its proposals, evaluations, and recommendations with 
the approval of the president of the UEMOA Commission or the President of ECOWAS 
Commission. 
 

Article 17:   
 
The WASCO-ICT may be made up of personalities who are selected for their proven 
competence in the area of information technologies.  These personalities shall be appointed by 
decision of the president of the UEMOA Commission or the President of the ECOWAS 
Commission for a period of three (3) years, renewable.  
 

They shall be selected from among eminent personalities, representatives of institutions, 
businesses or African research organizations and civil society representatives from the sectors 
dealing with information technology, the digital economy and cyberspace law.   
 
Article 18:  
  
The method of functioning of the WASCO-ICT may be spelled out by decision of the president 
of the UEMOA Commission or the President of the ECOWAS Commission.  
 

Title V:  Rights, roles and responsibilities of actors  
 

Article 19:   
 
Within the UEMOA-ECOWAS space, government and its public institutions, decentralized local 
authorities, civil society organizations, as well as businesses and private individuals must all, 
according to their areas of competence and within the limits of their responsibility, contribute to 
a policy aimed at the harmonious development of the information society in line with the 
orientations of the present general guidelines.  
 
This action, which is in the public interest, shall consist of promoting, producing and using 
information and communication technologies in all sectors of economic, social, scientific and 
cultural life.  It shall be a priority mission of the public service.  
 
All actors in the information society should take appropriate action and preventive measures to 
promote peace and prevent abusive uses of information and communication technologies, such 
as illegal and other acts motivated by racism, racial discrimination, xenophobia and related 
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intolerance, hatred, violence and terrorism, all forms of child abuse, including paedophilia and 
child pornography and trafficking and exploitation of human beings. 
 
Article 20: 
   
Within the UEMOA-ECOWAS space, each member country must set as the prime mission of 
education, to disseminate to all learners the positive values of the information society.  Each 
member country shall set itself the objective of guaranteeing that all teachers, pupils and students 
in both the public and the private sector have access to information and communication 
technologies within a reasonable time (to be set) starting from the entry into force of legislation 
adopted in compliance with the present guidelines.  
 
Government shall contribute to setting up of an appropriate framework for the use of funds for 
digital solidarity and gear them towards attaining this objective while respecting the principle of 
solidarity and equal opportunity.  
 
Government and local authorities shall gradually define strategies and adopt measures aimed at 
bridging the digital divide between regions, communes and rural communities. 
 
Government and local authorities shall encourage the respect, promotion and upkeep of the 
knowledge, innovations and practices of all actors of the information society, grounded in their 
way of life.   
 
Article 21:   
 
Within the UEMOA-ECOWAS space, private sector enterprises have the duty to show solidarity 
by contributing to the development of industry and services for information and communication 
technologies, as well as the development of both technical and economic infrastructure.  
 

Article 22:   
 
Within the UEMOA-ECOWAS space, civil society organizations have the duty to show 
solidarity by contributing to the development of the information society and involving 
themselves in Internet related issues, in particular within communities, as well as issues related 
to the promotion of networks of citizens for education, and the defence of consumer and citizens' 
interests.         
 

Article 23:   
 
The obligations of individuals shall include solidarity and the respect of fundamental principles, 
and of public order and morality as defined by the normative arrangements of UEMOA and 
ECOWAS.  
 

Within the UEMOA-ECOWAS space, all individuals as citizens and consumers shall enjoy 
freedom of information, expression and participation within a context of respect for pluralism 
and the principle of neutrality.  They shall exercise their liberties as reasonable people, in order 
to avoid infringing the rights of others or public order and morality.   
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Article 24:   
 
In order to encourage effective and efficient participation of businesses in the knowledge 
economy, incentives to promote the use, investments and industry of information technologies 
shall be set up without prejudice to the application of existing preferential arrangements.  
 

Fiscal, customs, and trade legislation and regulations shall define the conditions for 
implementing an active policy of promoting information and communication technologies in all 
relevant sectors of the information society and the knowledge economy.   
 

A preferential scheme for promoting investment, technological innovation, and business in the 
information society shall be set up.  The conditions of approval and use of this scheme shall be 
specified by special decisions.  

 
UEMOA and ECOWAS shall propose draft fiscal, customs, trade and social texts aimed at 
promoting and developing the information society and the knowledge economy, and including in 
particular measures in the following areas:  

 
1) Benefits for purchase of equipment and software. 

 
2) Taxes on equipment and software. 

 
3) Specific benefits to educational institutions. 

 
4) Corporate tax for businesses working in the information and communication 

technologies sector. 
 

5) Training of staff of businesses working in the information and communication 
technologies sector and their partners. 

 
6) Conditions for setting up businesses in the information and communication 

technologies sector. 
 

7) Locating businesses working in the information and communication technologies 
sector in the most underprivileged zones. 

 
Title VI:  Transitional and final provisions   
 

Article 25: 
   
In compliance with their international commitments, and in liaison with local authorities, private 
sector enterprises, and civil society organizations, government, in the UEMOA-ECOWAS space, 
shall have the duty to carry out within a reasonable period of time, all the reforms required for 
the creation of an enabling environment for the emergence of the information society and the 
setting up of a trust framework for the knowledge economy, as well as ensuring the continued 
improvement of laws and regulations after they have been reviewed.  
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These reforms shall be aimed at adopting new, more appropriate rules and adapting existing rules 
to the requirements of the information society and the knowledge economy. They shall be carried 
out in the following priority sectors within a reasonable time, starting from the entry into effect 
of the present guidelines: 

 
1) Education and research 
 
2) Intellectual property 

 
3) Health 

 
4) Population and civil status records  

 
5) Taxation 

 
6) Investments and business 

 
7) Employment and social security 

 
8) Energy  

 
9) Transport 

 
10) Justice 
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PART TWO: DRAFT GUIDELINES ON THE PROTECTION OF PERSONAL DATA IN 
THE UEMOA-ECOWAS SPACE 
 
 
PREAMBLE 
 
The development of information and communication technologies in general and the Internet in 
particular increasingly raise the issue of protecting personal data.  Indeed, a technology such as 
the Internet, with its capacities for profiling and tracing individuals constitutes a propitious 
vector for obtaining and processing personal data.   
 
Protecting such data, as well as individual privacy has thus become a major issue within the 
information society, both for public authorities and other actors.  This protection will naturally 
determine the durability of this new technology that must protect the privacy of citizens in their 
daily or professional life while at the same time guaranteeing free flow of information.     
 
Since this is a global concern, African countries cannot remain on the sidelines of the fight 
against the abusive use of personal data of their citizens.  With the development of information 
technology and its applications, personal data have become rare resources that are thus highly 
sought after.  Legislation on personal data is thus an indispensable instrument for ensuring the 
protection of the fundamental rights and liberties of individuals. 

 
Despite the increasing use of new technologies, in particular with the growing number of 
information technology companies in most member states of ECOWAS and UEMOA, the start 
of some government Intranet services in certain countries of the subregion; the constant use of 
information technology tools in public administrations and by private individuals, all of which 
lead to the generation, collection and processing of personal data, conventional positive law does 
not set the framework and the legal regime governing such operations.   
 
Thus, in the UEMOA space, it must be noted that to date, only Burkina Faso has adopted a 
legislative text, law N° 010-2004, governing the protection of personal data.   

 
By way of indication, countries like Senegal, Niger, Benin, and Côte d'Ivoire have draft bills that 
are currently pending before their respective parliaments for adoption.  Finally, in other member 
countries, there are only statements about the protection of personal data.   
 
It is therefore pressing to set up an arrangement that will make it possible to tackle the dangers 
and risks arising from the use of information technology and files on individual, with a view to 
ensuring the respect of privacy, while also promoting and developing ICTs in ECOWAS and 
UEMOA member countries.   
 
The ambition of the present guidelines is to fill in this "legal vacuum". They are aimed at setting 
up an arrangement in each of the ECOWAS and UEMOA member countries that will make it 
possible to control any violations of privacy that could be caused by obtaining, processing, 
transmitting, storing or using personal data.   
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In addition, in proposing a type of institutional grounding, they guarantee that whatever form of 
processing is used shall respect the liberties and fundamental rights of every individual, while 
also taking into account the prerogatives of governments, the rights of local authorities and the 
interests of businesses.    

 
To this end, taking into account internationally recognized best practices in the area of protecting 
personal data, a number of regulatory principles will be proposed before describing the 
modalities for ensuring the required protection.   
 
Title I:  Terminology  
 
Article 1:   
 
For the purposes of the present general guidelines: 
 

1) Code of conduct refers to the data use charters drafted by the data controller in 
order to institute the rightful use of IT resources, the Internet, and electronic 
communications of the structure concerned, and which have been approved by the 
data protection authority.  

 
2) Consent of the data subject is any manifestation of specific, unequivocal, free, 

informed and express will by which the data subject or his legal, judicial or 
agreed representative accepts that his personal data be processed either manually 
or electronically.  

 
3) The recipient of personal data processing is any individual to whom the data 

may be disclosed, and who is not the data subject, the data controller, the data 
processor, or persons who by virtue of their functions are responsible for 
processing such data.  

 
4) Personal data means any information relating to an identified individual or who 

may be directly or indirectly identifiable by reference to an identification number 
or one or several elements related to their physical, physiological, genetic, 
psychological, cultural, social, or economic identity.   

 
5) Sensitive data means personal data relating to an individual's religious, 

philosophical, political, trade union opinions or activities, to his sexual life, racial 
origin or health, relating to social measures, proceedings, and criminal or 
administrative sanctions.   

 
6) Health data means any information about the physical and mental health of the 

data subject, including the abovementioned genetic data.  
 
7) Personal data file means any structured set of data that is accessible according to 

defined criteria, whether the set is centralized, decentralized, or distributed 
functionally or geographically.    
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8) Combining personal data refers to any connection mechanism that consists of 

linking data processed for a given purpose with other data processed for a purpose 
that may or may not be identical, or that are linked by one or several data 
controllers.   

 
9) Data subject means an individual who is the subject of personal data processing. 
 
10) Direct prospecting means any message sent, on whatever medium and of 

whatever nature, in particular a commercial, political or charitable message, 
aimed at promoting, directly or indirectly, goods, services or the image of a 
person selling goods or providing services.  

 
11) Data controller means any public or private individual or legal entity, body or 

association who, alone or jointly with others decides to collect and process 
personal data and determines the purposes for which such data are processed. 

 
12) Data processor means any public or private individual or legal entity, body or 

association who processes data on behalf of the data controller. 
 
13) Third party means any public or private individual or legal entity, body or 

association other than the data subject, the data controller, the data processor and 
any other persons placed under the direct authority of the data controller or the 
data processor, who is authorised to process data.   

 
14) Personal data processing refers to any operation or set of operations carried out 

or not, with the assistance of processes that may or may not be automated, and 
applied to data, such as obtaining, using, recording, organization, preservation, 
adaptation, alteration, retrieval, saving, copying, consultation, utilization, 
disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, as well as blocking, enc ryption, erasure or destruction 
of personal data.    

 
Title II:     Legal framework for the protection of personal data 
 
Object of the present guidelines on personal data 
 
Article 2:  
 
Within the UEMOA-ECOWAS space, each member country shall be equipped with a legal 
framework whose objective is to set up a mechanism for controlling violations of privacy that 
could be caused by the collection, processing, transmission, storing, and use of personal data.   
 
This mechanism must guarantee that whatever form of processing is used shall respect the 
liberties and fundamental rights of every individual, while also taking into account the 
prerogatives of government, the rights of local authorities, and the interests of businesses.   
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Scope of application of the present guidelines on personal data 
 
Article 3:  
 
The following shall be subject to the present guidelines: 
 

1) Collection, processing, transmission, storage and use of personal data by any 
individual, government, local authorities, and public or private legal entities.  

 
2) All processing, whether automated or not, of data that is contained or may be 

included in a file with the exception of those processes mentioned under article 4 of 
the present guidelines. 

 
3) Any processing carried out in a UEMOA or ECOWAS member country.  

 
4) Any processing of data related to public security, defence, investigation and 

prosecution of criminal offences or state security, subject to such exemptions as are 
defined by specific provisions stipulated in other legal texts in force.  

 
Article 4:   
 
The present guidelines shall not apply to the following: 
 

1) Data processing carried out by an individual in the exclusive framework of his 
personal or domestic activities, subject to the condition that the data is not destined to 
be disclosed systematically to third parties nor to be disseminated.  

 
2) Temporary copies that are made as part of technical activities in transmission and 

providing access to a digital network for the purpose of automatic, intermediate, and 
transitional storage of data, and with the sole aim of providing other service recipients 
with the best possible access to the information transmitted.  

 
Prerequisite conditions for implementing personal data processing 
 
Article 5:   
 
The following shall not be subject to the preconditions indicated in the articles below: 
 

1) Processing mentioned under article 4 of the present guidelines.  
 
2) Processing with the sole objective of keeping an exclusively private register. 

 
3) Data processing by an association or any non-profit and faith-based, 

philosophical or trade union body, where such data correspond to the object of 
the association or body, and only concern their members and are not to be 
disclosed to third parties.  
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Article 6:   
 
With the exception of the cases set out under article 5 above, and under articles 8 and 9 of the 
present guidelines, any body wishing to process personal data shall give a notification to the data 
protection authority.   
 
Article 7:  
 
For the most common categories of personal data processing that are not likely to violate privacy 
or liberties, the protection authority may draw up and publish standards aimed at simplifying or 
waiving the notification obligation.  
 
Article 8:  
 
The following shall be subject to authorisation from the data protection authority: 
 

1) Processing of personal data relating to genetic data and health research. 
 
2) Processing of personal data relating to offences, sentences, or security measures.  

 
3) Processing of personal data for the purpose of combining files, as defined under 

article 42 of the present guidelines.   
 

4) Processing relating to a national identification number or any other such 
identifier. 

 
5) Processing of personal data that includes biometric data.  
 
6) Processing of personal data for reasons of public interest, in particular for 

historical, statistical or scientific purposes.  
 
Article 9:  
 
Personal data processing that is carried out on behalf of government, a public establishment or 
local authority, or a body incorporated under private law and running a public service, shall be 
decided upon by a legislative or regulatory act passed subsequent to the reasoned opinion of the 
data protection authority.  
 
Such processing shall concern: 
 

1) National security, defence or public security.  
 
2) The prevention, investigation, detection or prosecution of criminal offences or the 

application of criminal sentences or security measures. 
 

3) Population census. 
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4) Personal data that reveal directly or indirectly, an individual's racial, ethnic or 
regional origins, parentage, political, philosophical or religious opinions, 
membership of a trade union, or which relate to his health or sexual life.  

 
5) Management of salaries, pensions, taxes, duties and other assessments.  

 
Article 10:   
 
Requests for opinions, notifications and other requests for authorisation must specify: 
 

1) The identity and address of the data controller or, if the latter is not established on 
the territory of an ECOWAS or UEMOA member country, those of their duly 
mandated representative.  

 
2) The purpose or purposes for which the data are intended to be processed, as well 

as a general description of the functions of the processing.  
 

3) The expected combinations or other forms of linkage with other processes.  
 

4) The type of personal data processed, their origin, and the categories of data 
subjects covered by the processing.  

 
5) The period of preservation of the processed data.  

 
6) The office or offices in charge of processing the data, as well as the categories of 

persons who, by virtue of their functions or for the requirements of the office, 
have direct access to the recorded data.  

 
7) The recipients to whom such data may be disclosed.  

 
8) The function of the person or department to whom application shall be made for 

right of access.  
 

9) The steps taken to ensure the security of the processing and of the data.    
 

10) An indication tha t the data is processed by a data processor.  
 

11) Where personal data is expected to be transferred to third countries that are not 
members of ECOWAS or UEMOA, subject to reciprocity.  
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Article 11:  
   
The data protection authority shall give its opinion within a set period of time starting from the 
date of receipt of the request for opinion or authorization. Nevertheless, this period of time may 
be extended or not, on the basis of a reasoned decision of the data protection authority.   
 
Article 12: 
   
The opinion, notification or request for authorization may be sent to the data protection authority 
by electronic or postal means.   
 
Article 13:   
 
Application may be made to the data protection authority by any individual acting on their own 
behalf, through the ir lawyer or by any other duly mandated individual or legal entity.   
 
Title III:  Institutional framework for the protection of personal data 
 
Status, membership and organization 
 
Article 14:   
 
Within the UEMOA-ECOWAS space, each member country shall set up a personal data 
protection authority.   
 
The data protection authority shall be an independent administrative authority in charge of 
ensuring that personal data is processed in compliance with the provisions of the present 
guidelines.  
 
Article 15:   
 
The data protection authority shall inform data subjects and data controllers of their rights and 
obligations.   
 
Article 16:   
 
Membership of the data protection authority shall include parliamentarians, members of the 
national assembly, senators, senior magistrates of the Court of Accounts, Council of State, Court 
of Cassation, qualified persons by virtue of their knowledge of information technology, 
networks, or professional sectors.  
 
Article 17:   
 
In compliance with provisions in force in member count ries of ECOWAS and UEMOA, sworn 
agents may be called upon to participate in carrying out verification missions.                 
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Article 18:   
 
Members of the data protection agency shall be subject to professional secrecy, in line with texts 
in force in each member country.  
 
Each data protection authority shall draft its rules of procedure which shall stipulate in particular, 
the rules governing deliberations, processing, presentation of applications. 
 
Article 19:  
 
Membership of the data protection authority shall be incompatible with the quality of member of 
government carrying out the function of business executive, and ownership of shares in 
businesses in the information or telecommunications sectors.  
 
Article 20:  
 
Members of the data protection authority shall enjoy full immunity for the opinions expressed in 
carrying out or as part of carrying out their functions.  
 
They shall receive no instructions from any authority in discharging their duties.  
 
Article 21:  
 
Data protection authority shall receive a budget allocation from government to enable it carry out 
its missions.  
 
Attributions of the data protection authority  
 
Article 22: 
  
Data protection authority is in charge of ensuring that personal data is processed in compliance 
with the provisions of the present guidelines.   
 
Article 23:  
 
The data protection authority shall ensure that ICTs do not constitute a threat to public liberties 
and privacy.  To this end, it shall:  
 

1) Respond to all requests for an opinion relating to processing of personal data. 
  
2) Inform data subjects and data controllers of their rights and obligations.   

 
3) Authorize the processing of files, in a certain number of cases, in particular sensitive 

files.  
 

4) Examine the prerequisite conditions for implementing personal data processing. 
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5) Receive claims, petitions, and complaints relating to processing of personal data and 
inform plaintiffs of action taken on such matters.  

 
6) Immediately inform the judicial authority of certain types of offences of which it may 

gain knowledge. 
 

7) Carry out verifications of any processing of personal data, using sworn officials.  
 

8) Impose administrative and financial sanctions on data controllers. 
 

9) Update a register of personal data processing and make it available to the public.  
 

10) Advise individuals and bodies that process personal data or who carry out trials and 
experiments of a nature as to result in such processing.  

 
11) Authorize transborder transfers of personal data.  
 
12) Make suggestions as to the simplification and improvement of the legislative and 

regulatory framework governing data processing.  
 

13) Set up mechanisms for cooperation with personal data protection authorities of third 
countries.  

 
14) Participate in international negotiations concerning the protection of personal data. 

 
15) Draft an activity report according to a well defined schedule, to be submitted to the 

President of the Republic or the Speaker of the National Assembly or the Prime Minister 
or the Minister of Justice.  

 
Article 24:   
 
The data protection agency may issue the following notices: 
 

1) A warning to a data controller who does not comply with the obligations 
enshrined in the present guidelines.   

 
2) A formal demand to desist from the violations involved within a time stipulated 

by the authority.  
 
Article 25:   
 
Should the data controller fail to comply with the formal demand, the data protection agency 
may, after a hearing inter partes, impose the following sanctions: 
 

1) Temporary withdrawal of their authorization. 
 
2) Permanent withdrawal of the authorization.  
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3) A monetary fine.  
 

Article 26:   
 
In case of emergency, when processing and use of personal data leads to a violation of rights and 
liberties, the data protection authority, after a hearing inter partes, may decide:  
 

1) To suspend the processing. 
  
2) To block certain personal data processed.   

 
3) To temporarily or permanently prohibit any processing that is contrary to the 

provisions of the present guidelines.  
 
Article 27:  
  
The sanctions and decisions of the data protection authority may be appealed.  
 
Title IV:        Obligations relating to the conditions for processing personal data  
 
 
The principle of consent and legitimacy of processing of personal data 
 
Article 28:   
 
Processing of personal data shall be considered legitimate where the data subject has given their 
consent.  
 
Nevertheless, the requirement for consent may be waived when the processing is necessary:  
 

1) In order to comply with a legal obligation that is binding upon the data 
controller.  

 
2) For the implementation of a public interest mission or relevant to the exercise 

of public authority that is vested in the data controller or the third party to 
whom the data are disclosed. 

 
3) For the performance of a contract to which the data subject is a party or for the 

application of pre-contractual measures adopted on his request.  
 

4) For safeguarding the interests or rights and fundamental liberties of the data 
subject.  



 
 

21 

The principle of licitness and fairness of processing of personal data 
 
Article 29:   
 
The collection, recording, processing, storage, and transmission of personal data must be carried 
out in a licit, fair and non-fraudulent manner.   
 
The principle of purpose, relevance and preservation of processing of personal data 
 
Article 30:   
 
Personal data shall be obtained for specified, explicit and lawful purposes, and shall not be 
further processed in any manner incompatible with such purposes.  
 
They shall be adequate, relevant, and not excessive in relation to the purposes for which they are 
collected and further processed.  
 
They shall be kept for a period which shall not exceed the period required for the purposes for 
which they were obtained or processed.   
 
Beyond the required period, data may only be kept with a view to responding specifically to 
processing for historical, statistical, research purposes and in line with existing legal provisions. 
 
The principle of accuracy of personal data  
 
Article 31:  
 
Personal data obtained shall be accurate and where necessary, kept up to date.  All reasonable 
measures shall be undertaken to ensure that data that are inaccurate and incomplete in relation to 
the purposes for which they are obtained and further processed shall be erased or rectified.  

 
The principle of transparency of personal data  
 
Article 32:  
 
The principle of transparency implies that the data controller is obliged to provide information 
about the processing of personal data.  
 
The principle of confidentiality and security of processing of personal data  
 
Article 33:  
 
Personal data shall be processed confidentially and shall be protected when processing includes 
transmission of data in a network. 
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Article 34:  
 
Where processing is carried out on behalf of a data controller, the latter must choose a data 
processor providing sufficient guarantees.  It is the responsibility of the data controller as well as 
the data processor to ensure compliance with the security measures defined in the present 
guidelines.  
 
Specific principles relating to processing of certain categories of personal data 

 
Article 35:  
 
Within the UEMOA-ECOWAS space, it is prohibited to obtain and process data that reveals the 
racial, ethnic or regional origin, parentage, political opinions, religious or philosophical beliefs, 
trade union membership, sexual life, genetic data or more generally data on the state of health of 
a data subject.  
 
Article 36:   
 
The prohibition stipulated under the preceding article shall not apply in the following instances:  
 

1) Processing of personal data relates to data manifestly made public by the data 
subject.  

 
2) The data subject has given their written consent on whatever medium of 

processing and in line with texts in force.  
 

3) Processing of personal data is necessary to protect the vital interests of the data 
subject or another person in a case where the data subject is physically or legally 
incapable of giving consent. 

 
4) Processing of genetic data is necessary for establishing, exercising or defending 

legal right.  
 

5) Legal proceedings or a criminal investigation are underway.  
 

6) Processing of personal data is necessary for reasons of public interest for 
historical, statistical or scientific purposes.  

 
7) For the performance of a contract to which the data subject is a party or for the 

application of pre-contractual measures adopted at the request of the data subject 
prior to entering into a contract.  

 
8) Processing is necessary for compliance with any legal or regulatory obligation to 

which the data controller is subject.  
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Processing is necessary for the implementation of a public interest mission 
carried out by a public authority or assigned by a public authority to the data 
controller or to a third party to whom the data are disclosed.  

 
9) Processing is carried out in the course of its legitimate activities by a foundation, 

an association or any other non-profit making body that exists for political, 
philosophical, religious, mutual benefit or trade union purposes.  Nevertheless, 
such processing shall relate only to members of such body or individuals who 
have regular contact, in connection with its purpose and shall not involve 
disclosure of personal data to third parties without the consent of data subjects.  

 
Article 37: 
   
Processing of personal data that is carried out for the purposes of journalism, research or artistic 
or literary expression shall be allowed when such processing is done solely for the purposes of 
literary and artistic expression or in exercising the professional activity of journalist or researcher 
in compliance with the ethical rules of these professions.  
 
Article 38:   
 
The provisions of the present guidelines shall not preclude the enforcement of legal provisions 
relating to the written or audiovisual press and the criminal code, which stipulate the conditions 
for exercising the right to response and prevent, limit, redress and, where necessary punish 
infringements of privacy and the reputation of individuals.  
 
Article 39:   
 
Within the UEMOA-ECOWAS space, direct prospecting by whatever means of communication, 
using personal data in any form of an individual who has not stated his prior consent to receiving 
such prospecting shall be prohibited. 
 
Article 40:  
 
No legal decision implying an assessment of the behaviour of an individual shall be based on 
processing by automatic means of personal data for the purpose of evaluating certain aspects of 
their personality.  
 
No decision that has legal effect on an individual shall be based solely on the processing by 
automatic means of personal data for the purpose of defining the profile of the subject or 
evaluating certain aspects of their personality.  
 
Article 41:  
 
Data controller shall only transfer personal data to a non member country of ECOWAS or 
UEMOA if such a country provides adequate level of protection for privacy, freedoms and the 
fundamental rights of individuals in relation to possible processing of such data.  
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Data controller shall inform data protection authority prior to any transfer of personal data to 
such third country.  
 
Combining files containing personal data 
 
Article 42:  
 
Combination of files as described under article 8 of the present guidelines should make it 
possible to attain legal or statutory objectives that hold a legitimate interest for data controllers. It 
shall not lead to discrimination nor prejudice the rights, liberties and guarantees of data subjects, 
nor be accompanied by appropriate security measures, and must take into account the relevance 
of the data being combined.  
 
Title V:  Rights conferred upon the individual whose data are being processed  
 
Right to information 
 
Article 43:  
 
Data controller shall provide the individual whose personal data is being processed with the 
following information:  

 
1) Their identity and where applicable, the identity of their representative. 
 
2) The defined purpose or purposes for which the data are to be processed. 

 
3) The categories of data involved. 

 
4) The recipient or recipients to whom the data are likely to be disclosed.  

 
5) The fact that it is possible to request not to figure in the file.  

 
6) The existence of a right of access to data of which they are the subject and or 

rectifying such data.  
 

7) The period of preservation of the processed data.  
 

8) The possibility of any transfer of data to third countries.  
 
Right of access  
 
Article 44:  
 
Any individual whose personal data is the subject of processing may request from the data 
controller by way of questions: 
 

1) Information enabling them to be informed of such processing. 



 
 

25 

 
2) Confirmation of the fact that the personal data of which that individual is the data 

subject is or is not being processed.  
 

3) Disclosure of personal data of which that individual is the data subject, as well as any 
available information about the origin of such data.  

 
4) Information relating to the purposes of the processes, the categories of personal data 

processed and the recipients or classes of recipients to whom they are disclosed.  
 
Right of objection 
 
Article 45:  
 
An individual is entitled to object the processing of personal data of which that individual is the 
data subject for legitimate reasons. 
 
Such an individual is to be informed prior to personal data of which that individual is the data 
subject being disclosed for the first time to a third party or used on behalf of a third party for 
purposes of prospecting and to be given the right to object to such disclosure or use.  
 
Right to rectification and destruction 
 
Article 46:  
 
If personal data of which an individual is the data subject are inaccurate, incomplete, 
questionable, outdated or prohibited from collection, use, disclosure or preservation, he is 
entitled to demand from the data controller that such data be rectified, supplemented, updated, 
blocked or destroyed as appropriate.  

Title VI:  Obligations of the personal data controller   
 
Confidentiality  
 
Article 47:  
 
Processing of personal data shall be confidential. It shall be carried out exclusively by persons 
acting under the authority of the data controller and upon his instructions.  
 
Security  
 
Article 48:  
 
The data controller shall take all necessary precautions in relation to the nature of data to ensure 
that they are not deformed, damaged or become accessible to unauthorized third parties.  
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Preservation  
 
Article 49:   
 
Personal data shall be kept for a period of time set by a regulatory text and only for the purposes 
for which they were obtained.   
 
Durability  
 
Article 50:  
 
The data controller shall take all the necessary measures to ensure that the personal data 
processed can be utilized.  
 
He shall particularly ensure that technological development does not constitute an obstacle to 
such utilization.  
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PART THREE: DRAFT GUIDELINES ON ELECTRONIC COMMERCE IN THE  
UEMOA-ECOWAS SPACE 

 
PREAMBLE 
 
With the development of computer networks, the number of electronic transactions is constantly 
increasing.  By way of illustration, electronic transactions now cover production, promotion, 
sales, product distribution and trade through telecommunication or computer networks (remote 
inquiry, invoicing, etc.).  
 
Currently, the volume of electronic transactions is relatively low in the UEMOA and ECOWAS 
space, but there is an undeniable potential for growth.   

The main obstacles to the development of electronic commerce are linked to the following 
factors: 

1) The inadequacy of regulations relating to legal recognition of data messages and 
recognition of electronic signature within the regulation of systems of payment in 
the UEMOA and ECOWAS space.   

 
2) The absence of specific legal rules protecting consumers, intellectual property, 

personal data and information systems. 
  
3) The absence of specific legislation on remote services and teleworking.  
 
4) The application of electronic techniques to commercial and administrative acts.  
 
5) Evidence introduced by digital techniques (date and time stamping, certification, 

etc.).  
 
6) Rules applicable to cryptology methods and services.  
 
7) Supervision of online advertising. 
 
8) The absence of appropriate fiscal and customs legislation relating to electronic 

commerce.  
 

This state of affairs is the reason for the call to set up an appropriate normative framework that is 
in line with the legal, cultural, economic and social environment of West Africa.   
 
The objective of these guidelines therefore, is to furnish the necessary security and legal 
framework for the emergence of reliable economic commerce in the subregion.   
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Title I:  Terminology 
 
Article 1:   
 
For the purposes of the present guidelines, certain expressions shall be defined as follows:   
 

1) Cryptology activity is any activity that is aimed at producing, using, importing, 
exporting or marketing cryptology methods.   

 
2) Certification consists of the formal recognition that the assessed product or system is 

able to protect up to a level specif ied by a certified body.  
 

3) Encryption refers to any technique that consists of transforming digital data into an 
unintelligible format using cryptology methods. 

 
4) Electronic commerce refers to the economic activity whereby a person, through 

remote and electronic means, offers or provides the supply of goods and services.  
 

5) Electronic public communication refers to making available to the public or a 
section of the public through a process of electronic communication, signs, signals, 
written documents, images, sounds or messages of any kind that are not private 
correspondence.   

 
6) Secret conventions  refer to the unpublished keys that are required in order to use a 

cryptology means or service for encryption and decryption operations.  
 

7) Electronic mail refers to any message in the form of text, voice, sound or image, 
which is dispatched by a public communication network and stored on a network 
server or in the recipient's terminal until such time as the latter recovers it.  

 
8) Cryptology refers to the science of protecting and ensuring security of information, 

in particular for purposes of confidentiality, authentication, integrity, and 
nonrepudiation.  

 
9) Information is any element of knowledge that is likely to be represented by 

conventions to be used, preserved, processed or disclosed.   Information may be 
expressed in written, visual, sound, digital or other forms.  

 
10) Cryptology methods  refer to the set of scientific and technical (hardware or 

software) tools that make it possible to encrypt or decrypt.   
 

11) Cryptology services refer to any operation aimed at implementing cryptology 
methods for oneself or on behalf of another party.  

 
12) Cryptology service provider is any natural person or legal entity that provides 

cryptology services.  
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13) Direct prospecting means any message aimed at promoting, directly or indirectly, 
goods, services or the image of a person selling goods or providing services.  

 
Title II:  Electronic commerce 
 
Scope of application of electronic commerce 
 
Article 2: 
   
Electronic commerce refers to the economic activity whereby a person, through electronic 
means, offers or provides the supply of goods and services.  
 
Electronic commerce also includes services such as those consisting of providing online 
information, commercial communications, research, access and data recovery tools, and access 
to a communication or information hosting network even when such services are not paid for by 
those who receive them.   
 
Article 3: 
   
The activity defined under article 2 of the present guidelines shall be carried out freely in the 
UEMOA-ECOWAS space with the exclusion of the following:  
 

1) Legally authorized gambling even in the form of bets and lotteries. 
   
2) Legal representation and assistance services.  

 
3) Activities carried out by notary publics in application of texts in force.   

 
Article 4:   
 
Without prejudice to other obligations regarding disclosure provided for under existing 
legislative and regulatory texts in force in member countries of ECOWAS and UEMOA, any 
individual who carries out the activity defined under article 2 of the present guidelines shall 
provide easy, direct, and permanent access using an open standard to the following information 
for all those to whom supply of goods and services is addressed:  
 

1) First name and surname, if it is an individual and the corporate name, if it is a legal 
entity.   

  
2) The full geographical address where it is established, the e-mail address, as well as 

the telephone number of the business.  
 

3) If it is subject to formalities for registering businesses or a national registry of 
businesses and association, such registration number, its corporate capital, and the 
address of its corporate headquarters.  

 
4) Whether it is subject to value added tax.  
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5) Where the activity is subject to a system of authorization, the name and address of the 

body that issued the authorization.  
 

6) If it is a member of a regulated profession, reference to the applicable professional 
rules, its professional title, the member country of ECOWAS or UEMOA where such 
title was issued, as well as the name of the professional order or body with which it is 
registered.   

 
Article 5: 
   
Any individual carrying out the activity defined under article 2 of the present guidelines should, 
even in the absence of a contract, as long as they make reference to a price, indicate such price in 
a clear and unambiguous manner, and in particular if taxes and cost of delivery are included.   
 
Contractual liabilities of the electronic supplier of goods and services 
 
Article 6:  
 
Any natural person or legal entity that carries out the activity described under the first paragraph 
of article 2 of the present guidelines is liable by right vis-à-vis the contracting party for the 
proper fulfilment of the obligations arising from the contract, whether he is responsible for 
fulfilling such obligations himself or through a service provider, without prejudice to his right to 
seek redress from the latter.   

 
Nevertheless, all or part of this liability may be waived if the natural person or legal entity is able 
to show proof to the effect that the non fulfilment or poor fulfilment of the contract is attributable 
either to the contracting party or to a situation beyond its control.   

  
Article 7:  
 
The activity defined under article 2 of the present guidelines is subject to the law of member 
countries of the ECOWAS or UEMOA space on whose territory the person carrying out the 
activity is established, subject to the joint intention of that person and the recipient of the goods 
and services.   
 
Title III:  Electronic advertising   
 
Article 8:  
 
Any advertising which is accessible through an online communication service should clearly be 
identifiable as such.   It should clearly identify the individual or legal entity on whose behalf the 
advertising is being conducted.   
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Article 9:  
 
Advertisements and promotional offers such as discounts, premiums or gifts, as well as 
promotional contests or games that are dispatched by electronic mail must be clearly and 
unequivocally identifiable in the subject of the mail upon reception by the addressee or if this is 
technically impossible, in the body of the message.  
 
Article 10:  
 
Where promotional offers, contests and games are offered by electronic means, the conditions 
for enjoying such offers, as well as those for participating in such contests or games should be 
clearly indicated and easily accessible.  
 
Article 11:   
 
Within the ECOWAS or UEMOA space, it is prohibited to carry out direct prospecting by 
sending out a message by means of a call processor, fax machine or electronic mail using the 
contact information of an individual who has not given his prior consent to receive direct 
prospecting by such means.    
 
Article 12:   
 
Notwithstanding the provisions of the preceding article, direct prospecting is authorized where:  
 

1) The recipient's contact information was obtained directly from him.  
 
2) The direct prospecting relates to comparable products and services provided by the 

same individual or legal entity.   
 
Article 13:   
 
Within the ECOWAS or UEMOA space, it is prohibited to send out messages by means of a call 
processor, fax machine or electronic mail for purposes of direct prospecting without indicating 
the valid contact information where the recipient may effectively submit a request for such 
communications to cease with no additional cost other than those linked to the transmission of 
such a 
 
Article 14:  
 
Within the ECOWAS or UEMOA space, it is also prohibited to dissimulate the identity of the 
individual on behalf of whom the communication is being sent and to indicate a subject that is 
not related to the proposed delivery or service.  
 
Article 15:  
 
Consent of persons whose contact information was obtained prior to the publication of the 
present guidelines may be requested by electronic means.   
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Title IV:  Electronic contract obligations   
 
Electronic contracts  
 
Article 16:  
 
Electronic means may be used to disclose the contract conditions or information relating to 
goods and services.  
 
Article 17:  
 
Information requested with a view to entering into a contract or information that is sent in the 
course of performance of the contract may be transmitted by electronic mail if the recipient has 
accepted the use of such means.  
 
Article 18:  
 
Information meant for a professional may be sent to him by electronic mail if he has 
communicated his professional electronic address.  
 
Article 19:  
 
A supplier who offers in a professional capacity by electronic means to supply goods and 
services shall provide the applicable contract conditions in a manner that makes it possible to 
record and reproduce them.  The offer should include: 
 

1) The various steps to be followed to execute the contract by electronic means. 
 
2) The technical means by which the user, prior to concluding the contract may identify 

errors made in entering data and correct such errors. 
 

3) The languages proposed for concluding the contract.  
 

4) Where a record of the contract is retained, the modalities of such recording by the 
initiator of the offer and the conditions of access to the recorded contract.  

 
5) The means of consulting by electronic means, the professiona l and commercial rules 

to which the initiator of the offer intends to subject himself where applicable. 
 
Article 20:  
 
For the contract to be validly concluded, the recipient of the offer should have the possibility of 
reviewing the details of his order and the price before confirming the order, thus notifying his 
acceptance.   



 
 

33 

Article 21:  
 
The initiator of the offer should acknowledge receipt of the order sent without delay by 
electronic means.  
 
The order, confirmation of acceptance of the offer and the acknowledgment of receipt shall be 
considered as having been received when the parties are able to have access to them.  
 
Article 22:  
 
Exemptions may be made to the provisions of articles 20 and 21 of the present guidelines for 
agreements concluded between professionals.  
 
Electronic documents 
 
Article 23:  
 
In the absence of any legal provisions to the contrary, no individual shall be compelled to take 
legal action by electronic means.  
 
Article 24:   
 
Where a document is required for a legal action, it may be drafted and recorded in electronic 
form in the conditions defined by a regulatory text.   
 
Article 25:  
 
Exception shall be made to the provisions of article 24 of the present guidelines for the 
following: 
 

1) Private agreements relating to family law and inheritance. 
 
2) Private agreements relating to personal or real, civil or commercial securities, except 

where these are entered into by an individual for the requirements of his profession. 
 
Article 26:  
 
A document is the result of a series of letters, characters, figures or any other signs and symbols 
that hold intelligible significance, whatever their medium or modes of transmission.  
 
Article 27:  
 
A registered letter may be sent by electronic means on condition that the mail be forwarded by a 
third party according to a procedure that makes it possible to identify such third party, designate 
the sender, guarantee the identity of the addressee and establish if the letter was submitted or not 
to the addressee. 
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Article 28:  
 
Submission of a document in electronic form shall be considered effective when the addressee 
after having read it, acknowledges receipt of the document.   
 
Article 29:  
 
Where a paper document is subject to particular conditions of legibility and presentation, the 
electronic document should also comply with similar requirements.  
 
Article 30:  
 
The requirement to send several copies of a document is deemed to have been satisfied in the 
electronic form if the document can be printed by the addressee.  
 
Article 31:  
 
An electronic document shall be accepted for invoicing in the same manner as the paper 
document as long as the authenticity of the origin of data therein contained and the integrity of 
their content can be guaranteed.  

Title V:  Ensuring the security of electronic transactions  
 
Article 32:  
 
Written evidence shall be established in line with the provisions of article 26 of the present 
guidelines.  
 
Article 33:  
 
An electronic document shall be accepted as proof in like manner as a paper document and shall 
have the same evidentiary weight as the latter, subject to the possibility of duly identifying the 
person from whom it emanates, and that the document be drafted and recorded in conditions that 
guarantee its integrity.  
 
Article 34:  
 
Any individual who supplies goods and services by electronic means and seeks to demand the 
fulfilment of an obligation should prove the existence of such obligation, and where he seeks to 
exonerate himself, should prove that the obligation is inexistent or inoperative.   
 
Article 35:  
 
Where the legal provisions of member countries have not set other principles, and in the absence 
of valid agreements between the parties, the magistrate shall settle conflicts of documentary 
proof by determining by all means which title is most plausible, whatever the medium.  
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Article 36:  
 
A copy or any other reproduction of documents established by electronic means shall have the 
same evidentiary weight as the document itself when it is certified accurate by bodies approved 
by a government authority.   
 
Where applicable, such certification shall lead to the issuance of a certificate of accuracy.   
 
Article 37:  
 
Electronic signature shall be accepted.  Where a signature is electronic, it shall consist of the use 
of a reliable identification process guaranteeing its link with the document to which it is attached.   
The process shall be presumed reliable when the electronic signature is created until evidence is 
shown to the contrary.  
 
Article 38:  
 
An electronic signature that is created by a secure arrangement that the signatory can maintain 
under his exclusive control, and which is based on a digital certificate, shall be accepted as a 
signature in like manner as a handwritten signature. 
 
 Article 39:  
 
No individual can be compelled to sign electronically.  
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PART FOUR - DRAFT GUIDELINES ON FIGHTING CYBERC RIME IN THE 
UEMOA-ECOWAS SPACE 

 
PREAMBLE 
 
Providing penal protection to the system of values of the information society is a necessity that is 
dictated by security considerations.  This necessity is essentially made manifest in the need for 
appropriate criminal legislation to combat cyber crime in general and money laundering in 
particular.  Such criminal regulation must reflect a balance that overcomes the tensions between 
market values (the economy) and non-market values (human dignity). 

 
Parallel trials are currently being carried out in UEMOA and ECOWAS in relation to money 
laundering.  

 
In UEMOA, money laundering directive is a part of the mechanism for modernizing electronic 
payment systems as it contributes to controlling systemic risk. It makes a distinction between 
conventional money laundering and money laundering that uses electronic processes.  

 
Within the ECOWAS space however, combating money laundering is mainly geared towards 
fighting against terrorism and drug trafficking, as well as protecting financial and banking 
systems and the national economies of member states.  

 
UEMOA states were compelled to adopt the UEMOA directive because the GIABA statute did 
not attain the level of precision required in the implementation of the systems modernization 
project.  

 
Harmonization efforts should strive to improve the links between the two mechanisms, thus 
leading to interdependent sharing of experience similar to what occurs in the telecommunication 
sector.  

 
Current developments in information and communication technologies (ICTs) represent a major 
opportunity for the economic development of Africa.   These developments have however led to 
the emergence of the phenomenon of cyber crime whose characteristics have revealed the 
inadequacy of the criminal systems of West African states. Their conventional responses, which 
are designed for a tangible and national environment have shown themselves to be inappropriate 
for covering this new criminal phenomenon of the digital era.   
 

Faced with the immediacy of cyber crime, which constitutes real threat to the security of 
computer networks and the development of the information society in Africa, there is a need to 
set the main orientations of the strategy for curbing cyber crime in member countries of 
ECOWAS and UEMOA, while taking into account their current commitments at subregional, 
regional and international levels.    
 
In keeping with the spirit of article 6 of the draft general guidelines on the harmonization of the  
legal and regulatory frameworks governing ICTs in West Africa:  "The principle of security aims 
at establishing confidence among all stakeholders in the organization and functioning of the 
infrastructure and systems of the information society by guaranteeing the fundamental rights of 
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persons, as well as property rights while safeguarding public order and the fundamental values of 
the information society and the knowledge economy in a transparent and predictable 
environment that reflects the true situation of the country."  
 
The present guidelines on cyber crime are aimed at modernizing the instruments for curbing 
cyber crime through substantive criminal law by drafting a policy for criminalizing new ICT-
related offences, and adapting certain crimes, sanctions and the system of criminal liability in 
force in member states to the technological environment.   
 
In addition, where criminal procedural law is concerned, they stipulate on one hand, the 
framework for adapting conventional procedure to ICTs, and on the other, the conditions for 
instituting specific proceedings in relation to cyber crime.  
 

Finally, the present guidelines constitute the first legal instrument that defines the orientations for 
curbing the phenomenon of cyber crime in member states of ECOWAS and UEMOA. 
 

Title I:  Terminology 
 

Article 1:  For the purposes of the present general guidelines: 
 

1) Electronic communication refers to making available to the public or a section of the 
public through a process of electronic or electromagnetic communication, signs, signals, 
written documents, images, sounds or messages of any kind. 

 
2) Computerized data refers to any representation of facts, information or concepts in a 

form suitable for processing in a computer system.                                                                                                                                                                                                                                                                                                     
 

3) Racist and xenophobia, in the area of ICTs refer to any document, image or any other 
depiction of ideas or theories, which advocates or encourages hatred, discrimination or 
violence against a person or group of persons by reason of their race, colour, ancestry or 
their national or ethnic origin or religion, to the extent that this reason serves as a pretext 
for one or the other of such elements or incites to such acts. 

 
4) A minor refers to any person under the age of 18 as stipulated in the United Nations 

Convention on the Rights of the Child.  
 

5) Child pornography refers to any data that visually depicts a minor engaged in explicit 
sexual conduct or realistic images representing a minor engaged in sexual  conduct.  

 
6) Computer system refers to any isolated or non-isolated device or group of 

interconnected devices that all or in part carry out automatic processing of data as part 
of executing a programme.  
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Title II:  Substantive criminal law 
 
Violations of computer systems  
 
Article 2:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently accessing or attempting to access the 
whole or part of a computer system.   
 
Article 3:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently remaining or attempting to remain within 
the whole or part of a computer system.  
 
Article 4: 
  
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of hindering, altering or attempting to hinder or alter the 
functioning of a computer system.  
 
Article 5:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently introducing or attempting to introduce data 
into a computer system.  
 
Article 6:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently intercepting or attempting to intercept, by 
technical means, non-public transmissions of computer data to, from or within a computer 
system.  
 
Article 7:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently damaging or attempting to damage, 
deleting or attempting to delete, deteriorating or attempting to deteriorate, altering or attempting 
to alter, modifying or attempting to modify computer data.  
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Computer data interference   
 
Article 8:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of producing or manufacturing a set of digital data 
through fraudulent input, deletion or suppression of computerized data that is stored, processed 
or transmitted by a computer system, resulting in counterfeit data, with the intent that it be 
considered or used for legal purposes as if it were genuine.  
 
Article 9:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of knowingly using data thus obtained.  
 
Article 10:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of fraudulently obtaining any benefit for oneself or for 
another person through the input, alteration, deletion or suppression of computerized data or 
through any other form of interference with the functioning of a computer system.  
 
Article 11:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact, even if by negligence, of processing personal data or 
causing personal data to be processed without having complied with the prerequisite conditions 
stipulated by the relevant law on personal data provided in each member state.  
 
Article 12:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of producing, selling, importing, possessing, distributing, 
offering, transferring or making available equipment, a computer programme, or any device or 
data designed or specially adapted for committing an offence, or any password, access code or 
similar computer data by which the whole or any part of a computer system is capable of being 
accessed. 
 
Article 13:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of participating in an association that is formed or an 
agreement that is established for the purpose of preparing or committing one or several of the 
offences described in the present guidelines.  
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Content-related offences 
 
Article 14:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of producing, recording, offering or making available, 
distributing or transmitting an image or a depiction of child pornography through a computer 
system.  
 
Article 15:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of procuring for oneself or for another person, importing 
or causing to be imported, exporting or causing to be exported, an image or depiction of child 
pornography through a computer system.  
 
Article 16:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of possessing an image or depiction of child pornography 
in a computer system or in any other computer-data storage medium.      
 
Article 17:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of facilitating access of a minor to pornographic images, 
documents, sounds or depictions.   
 
Article 18:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
ensure that when the offences described within the present guidelines are committed by an 
organized group, they are punished with the maximum sanction provided for in relation to that 
offence.  
 
Article 19:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of creating, downloading, disseminating or making 
available in whatever form, written documents, messages, photographs, drawings or any other 
depictions of racist and xenophobic ideas and theories through a computer system.  
 
Article 20:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of threatening through a computer system to commit a 
criminal offence against a person by reason of his belonging to a group that is characterized by 
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race, colour, ancestry or national or ethnic origin or religion, to the extent that this belonging 
serves as a pretext for such a threat to that person or a group of persons that is distinguished by 
one of the foregoing characteristics.  
 
Article 21:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of insulting a person through a computer system by reason 
of his belonging to a group that is characterized by race, colour, ancestry or national or ethnic 
origin or religion, to the extent that this belonging serves as a pretext for such an insult to that 
person or a group of persons that is distinguished by one of the foregoing characteristics.  
 
Article 22:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as a criminal offence the fact of intentionally denying, approving or justifying acts of 
genocide or crimes against humanity through a computer system.  
 
Article 23:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
ensure that in case of conviction, the court is empowered to decree the seizure of any equipment, 
instruments, computer programmes or any devices or data belonging to the sentenced person and 
having served to commit the offences.  
 
Adapting certain offences to information and communication technologies 
 
Property violations  
 
Article 24:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as an aggravating circumstance the use of ICTs to commit ordinary law offences such 
as theft, fraud, possession of stolen goods, breach of trust, extortion, terrorism and money 
laundering in particular.   
 
Article 25:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
establish as an offence any violations in legal terms against property, that is, theft, fraud, 
possession of stolen goods, breach of trust, extortion and blackmail relating to computer data.  
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Article 26:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures with 
a view to including "digital communication media using electronic means", such as the Internet 
in the enumeration of public broadcast media that are enshrined in their criminal texts.  
 
Article 27:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures with 
a view to including new intangible media such as "digital data" or "computerized files" in the list 
of documents that must be kept secret in the interest of national defence.    

  
Criminal liability 
 
Article 28:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
ensure that legal entities other than government, local authorities and public establishments can 
be held liable for any of the offences described in the present guidelines that are committed for 
their benefit by any of their organs or representatives. Such liability shall not exclude the liability 
of individuals who commit such acts or abet the commission of such acts.  
 
Article 29:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures with 
a view to subjecting press offences committed by way of the Internet, with the exception of 
offences committed by the press on the Internet to the system of ordinary law and criminal 
liability.   
 
Adapting certain sanctions to information and communication technologies 

  
Criminal sanctions   
 
Article 30:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
the offences described in the present guidelines are punishable by effective, proportionate and 
dissuasive criminal sanctions.   
 
Article 31:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
the offences described in the present guidelines are punishable by a maximum prison sentence of 
at least one (1) to five (5) years. 
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Article 32:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
any individual found liable in the sense of the present guidelines is punishable by effective, 
proportionate and dissuasive criminal sentences including criminal and non-criminal penalties.   
 
Other criminal sanctions  
 
Article 33:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures in order to 
ensure that in case of conviction for an offence committed through a digital communication 
medium, the investigating or prosecuting authority is empowered to decree supplementary 
sanctions.              
 
Article 34:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to establish as a 
criminal offence the violation of the abovementioned prohibitions decreed by the judge.  
 
Article 35:  
  
Each member state of ECOWAS or UEMOA shall adopt the necessary measures in order to 
ensure that in case of conviction for an offence committed through a digital communication 
medium, the judge is empowered to decree a supplementary mandatory order that the ruling be 
disseminated by estreat through the same medium and according to the modalities stipulated in 
the legislation of member states.   
 
Title III:  Law of procedure  
 
Article 36:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
data stored in a computer system or on a computer-data storage medium in the territory of 
member states are useful for establishing the truth, the examining magistrate is empowered to 
carry out a search or have access to a computer system or part thereof or in another computer 
system, if these data are accessible from the initial system or available to the initial system.  
 
Article 37:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
where the examining magistrate discovers data stored within a computer system tha t are useful 
for establishing the truth, but where it may not be desirable to seize the data medium, such data, 
as well as the data required to understand them can be copied on a computer-data storage 
medium that can be seized and sealed according to the conditions enshrined in the legislation of 
member states.  
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Article 38:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
criminal investigation police officials are empowered for the needs of investigation or as part of 
a delegation of judicial powers to carry out the operations described in the present guidelines. 
 
Article 39:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
ensure that in criminal matters, electronic documents are accepted to establish violations of 
criminal law subject to such documents being submitted in the course of proceedings and 
discussed before the judge and being possible to identify the person from whom they emanate 
and that they be preserved in such conditions as to guarantee their integrity.  
 
Title IV:  Offences that are specific to information and communication technologies  
 

Article 40:  

Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
where this is required for disclosure and when there is reason to believe that computerized data 
recorded in a computer system is particularly vulnerable to loss or modification, the examining 
magistrate is empowered to order any individual to preserve and protect the integrity of data in 
his possession or under his control for a maximum period of two years. The custodian of these 
data or any other person who is to preserve the data shall keep this secret.  
 
Article 41:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary legislative measures to 
make any violation of such secrecy punishable by the same sanctions that are applicable to the 
offence of violation of professional secrecy.  
 
Article 42:  
 
Each member state of ECOWAS or UEMOA shall adopt the necessary measures to ensure that 
where this is required for disclosure, the examining magistrate is empowered to use appropriate 
technical means to collect and record data associated with the content of specified 
communications on its territory transmitted by means of a computer system, or compel a service 
provider within its technical capability, to collect or record, through the application of technical 
means on the territory of member states or to cooperate and assist competent authorities in the 
collection and recording of such computerized data.  
 

 


